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1. Introduction: The Platform Pivot 
 

The theme "AI Unveiled" encapsulates the primary strategic thrust of OpenAI's DevDay 2025: 
a definitive and aggressive pivot from being a provider of powerful AI models to architecting a 
comprehensive, integrated platform designed to become the next dominant operating system 
for computing. The announcements from the October 6th event reveal a multi-layered 
strategy to own the entire AI stack, from the application interface down to the silicon. This 
past week's developments were not merely iterative updates but the coordinated launch of 
four strategic pillars that collectively signal a new era in artificial intelligence. 

The confluence of these announcements signifies a fundamental paradigm shift. OpenAI is no 
longer just competing in the "model wars"; it is now competing in the "platform wars." The 
strategy is to transition the primary mode of human-computer interaction from graphical user 
interfaces (GUIs) to conversational, agentic interfaces, with ChatGPT as the central hub. The 
four pillars unveiled are: 

1.​ The ChatGPT Application Platform: The transformation of ChatGPT into an interactive 
environment where third-party "Apps" can run natively, facilitated by a new Apps SDK 
and the adoption of the open-standard Model Context Protocol (MCP).1 

2.​ The AgentKit Developer Stack: A full-lifecycle toolkit designed to industrialize the 
creation of AI agents, moving them from experimental prototypes to production-grade, 
enterprise-ready solutions.3 

3.​ Next-Generation Foundational Models: The API release of GPT-5 Pro, featuring a novel 
unified architecture with dynamic routing, and Sora 2, a video generation model 
achieving new levels of physical realism and synchronized audio.5 

4.​ Strategic Hardware Alliances: A landmark multi-billion-dollar partnership with AMD to 
secure a long-term supply of high-performance AI chips, signaling a move to influence 
the hardware ecosystem directly.1 



These pillars are not independent initiatives but a tightly integrated, self-reinforcing strategic 
loop. The power of the new models, particularly GPT-5 Pro, makes sophisticated, multi-step 
agents possible. AgentKit provides the industrial-grade tools necessary for developers to 
build these agents reliably and at scale. The ChatGPT App Platform then offers a built-in 
distribution channel and user interface, exposing these agents to a base of 800 million weekly 
active users.1 Finally, the strategic partnership with AMD provides the scaled, cost-effective 
compute foundation required to run this entire ecosystem. 

This integrated approach creates a powerful competitive moat. By providing an end-to-end 
solution, OpenAI makes it exponentially easier for developers to build within its ecosystem 
than to assemble a competing stack from disparate parts. The success of the App Platform 
will drive more usage of the models and AgentKit, which in turn will generate invaluable data 
on agentic tool use. This creates a data flywheel that further improves the core models, 
making the platform even more attractive to both developers and users, solidifying its central 
position in the emerging AI-native economy. This report will deconstruct these 
announcements, analyze their underlying technologies, and assess their profound 
implications for the future of software, business, and AI safety. 

 

2. Key Discoveries: Deconstructing the DevDay 
Announcements 
 

The announcements at DevDay 2025 represent a coordinated launch of foundational 
technologies and strategic partnerships. Each discovery, when analyzed in context, reveals a 
deliberate step towards building a comprehensive AI ecosystem. 

 

2.1 ChatGPT as an Operating System: The App Ecosystem 
 

Discovery: OpenAI announced the ability for users to interact with third-party applications 
directly within the ChatGPT interface. This is enabled by a new Apps SDK, currently in 
preview for developers, which is built upon the Model Context Protocol (MCP).1 This move 
effectively transforms ChatGPT from a conversational chatbot into an interactive application 
platform, with OpenAI's Head of ChatGPT, Nick Turley, stating that the product will evolve to 
feel "a little bit more like an operating system".2 

Context and Evolution: This represents a significant evolution from OpenAI's previous 



efforts, including "Plugins" and the "GPT Store." While plugins functioned as external API calls, 
Apps are designed as deeply integrated, interactive experiences. They can render their own 
custom interfaces directly within the chat, allowing for a much richer and more seamless user 
experience.3 The strategic adoption of MCP, an open standard for AI-tool communication 
initiated by rival lab Anthropic, is a crucial detail. This choice signals a commitment to 
interoperability, which is likely intended to accelerate the growth of the app ecosystem by 
lowering the barrier to entry for developers.5 

Initial Implementation: The platform launched with an impressive roster of major consumer 
brands, including Spotify, Canva, Zillow, Booking.com, Coursera, Expedia, and Figma, all 
available to users starting from the day of the announcement.1 OpenAI has also stated that 
more apps, such as DoorDash, Uber, and Target, are planned for release in the coming 
weeks.5 To foster this new ecosystem, a public app directory for users and a formal 
submission and review process for developers are planned for later in 2025, along with details 
on monetization models.1 

Potential Impact: This positions ChatGPT as a direct challenger to the dominant computing 
paradigms of the last several decades—the desktop operating systems of Microsoft and 
Apple and their respective mobile app stores. By making the conversational interface the 
primary point of interaction, OpenAI aims to create a new multi-billion-dollar economy for 
AI-native applications. This could fundamentally alter how users interact with digital services, 
shifting the primary mode of interaction from clicking icons within disparate apps to issuing 
natural language commands to a single, unified agent that orchestrates services in the 
background.2 

Corroboration: This flagship announcement is extensively corroborated across all major 
technology news outlets, industry analyses, and official OpenAI communications, confirming 
its centrality to the company's strategy.1 

 

2.2 AgentKit: The Factory for AI Agents 
 

Discovery: OpenAI launched AgentKit, a comprehensive and modular toolkit for developers 
to build, deploy, and optimize AI agents from prototype to production.3 

Context and Problem Solved: The announcement directly addresses a major pain point in 
the industry. Previously, building production-grade AI agents was a complex and fragmented 
process. It required developers to manually juggle disparate tools for orchestration, build 
custom connectors for data sources, conduct laborious manual evaluations, and invest weeks 
in front-end development before a product could be launched.3 AgentKit aims to consolidate 



this entire lifecycle into a single, managed platform, abstracting away the underlying 
complexity and providing a streamlined "brain factory" for the agent economy.14 

Core Components: The suite is composed of several integrated parts, each targeting a 
specific phase of the development lifecycle: 

●​ Agent Builder: A visual, drag-and-drop canvas for composing and versioning 
multi-agent workflows.4 

●​ ChatKit: A toolkit for embedding customizable, brand-aligned chat interfaces into 
websites and applications.16 

●​ Connector Registry: A centralized hub for enterprises to govern how agents connect to 
data and tools, ensuring security and compliance.4 

●​ Evals Framework: An expanded set of tools for rigorously measuring and improving 
agent performance, including capabilities like trace grading.4 

Potential Impact: AgentKit dramatically lowers the barrier to entry for creating sophisticated 
agents that can perform complex, multi-step tasks. This is poised to accelerate the adoption 
of agentic AI within enterprises for automating high-value workflows in areas like customer 
support, sales research, financial analysis, and software development. It positions OpenAI's 
platform as the primary development environment for the emerging agent economy, 
competing directly with both low-code automation platforms like Zapier and specialized AI 
development frameworks like LangChain.14 

Corroboration: The launch of AgentKit and its specific features are consistently reported in 
official OpenAI announcements, detailed in tech journalism, and analyzed in 
developer-focused publications.3 

 

2.3 GPT-5 Pro and Sora 2: A New Frontier in Model Capability 
 

Discovery: OpenAI announced the API availability of two major new model families: GPT-5 
Pro for advanced reasoning and Sora 2 / Sora 2 Pro for high-fidelity video generation. 
Alongside these flagship models, a more cost-efficient and faster real-time voice model, 
gpt-realtime-mini, was also released.3 

Context and Advancements: 

●​ GPT-5 Pro is not merely a larger version of its predecessor but features a new "unified 
system" architecture. This system dynamically routes user queries to either a fast, 
efficient model for simple tasks or a more powerful, computationally intensive "thinking" 
model for complex problems, optimizing for both speed and quality.6 It boasts a massive 
400,000 token context window (272,000 for input and 272,000 for output, though some 



reports differ slightly) and is priced as a premium offering for high-stakes tasks, at $15 
per million input tokens and $120 per million output tokens.3 

●​ Sora 2 represents a significant leap forward in what OpenAI calls "world simulation." Key 
advancements include vastly improved physical realism, better temporal consistency 
across multiple shots, and, most critically, natively synchronized audio and dialogue.12 
This moves the technology beyond silent video generation into a true audio-visual 
synthesis engine. The model is accessible via API and a new dedicated iOS app, though 
access to the app is initially invite-only.7 

Potential Impact: The novel architecture of GPT-5 Pro could effectively solve the persistent 
trade-off between latency and reasoning depth in large language models, making truly 
expert-level AI assistants practical for a wider range of applications. Sora 2's capabilities, 
particularly its synchronized audio, elevate it from a visual novelty to a viable tool for creative 
industries. It has the potential to disrupt established workflows in advertising, film 
pre-visualization, social media content creation, and corporate training.23 

Corroboration: The release of these models and their key features are confirmed by 
OpenAI's official blog posts, API documentation, and widespread, consistent reporting from 
numerous global technology outlets.3 

Table 1: OpenAI DevDay 2025 Model and API Summary 

Model/API Key 
Architectural 
Feature 

Context 
Window / Max 
Output 

Key 
Capabilities 

API Pricing 

GPT-5 Pro Unified System 
with Dynamic 
Router 

400,000 total 
tokens (272k 
input, 272k 
output) 

Advanced 
multi-step 
reasoning, 
instruction 
following, 
reduced 
hallucination 

$15/million 
input tokens, 
$120/million 
output tokens 

gpt-realtime-
mini 

Cost-efficient 
voice model 

32,000 total 
tokens (4,096 
output) 

Low-latency, 
real-time 
conversational 
experiences 

Reportedly 
70% cheaper 
than previous 
real-time 
models 

Sora 2 Physics-based N/A (video) 1280x720p $0.10 per 



video/audio 
simulation 

resolution, 
synchronized 
audio, 
12-second 
duration 

second of 
generated 
video (with 
watermark) 

Sora 2 Pro High-res/water
mark-free 
video 

N/A (video) Up to 
1792x1024p 
resolution, 
watermark-fre
e option 
available 

$0.30 - $0.50 
per second of 
generated 
video 

Sources: 3 

 

2.4 The AMD Partnership: Securing the Compute Foundation 
 

Discovery: OpenAI and Advanced Micro Devices (AMD) announced a multi-year, 
multi-billion-dollar strategic partnership. Under the agreement, AMD will supply OpenAI with 
its next-generation AI accelerator chips, starting with the upcoming MI450 model. The deal is 
uniquely structured to include warrants that allow OpenAI to acquire up to 160 million AMD 
shares—roughly 10% of the company—at a nominal price, contingent on OpenAI meeting 
certain deployment milestones.1 

Context: The artificial intelligence industry is currently facing a severe compute bottleneck. 
The demand for high-performance GPUs, essential for training and deploying large-scale AI 
models, far outstrips the available supply, which is overwhelmingly dominated by Nvidia. This 
partnership is a clear strategic move by OpenAI to diversify its hardware supply chain, 
mitigate supplier risk, and secure the massive computational resources required to power its 
ambitious platform strategy and train future generations of models.1 

Potential Impact: This alliance represents one of the most direct and significant challenges 
to Nvidia's market dominance to date. For AMD, it provides a flagship customer at the 
absolute frontier of AI, offering deep technical collaboration that could accelerate its 
competitiveness in the lucrative AI chip market. The news sent AMD's stock rallying over 25% 
in early trading.1 For OpenAI, the partnership ensures long-term access to cutting-edge 
hardware, reduces its dependence on a single supplier, and gives it a substantial financial 
stake in the success of a key partner, creating a powerful alignment of incentives. This is a 



foundational move designed to underwrite the scalability and economic viability of its entire 
platform. 

Corroboration: The partnership was announced in a joint statement from both companies 
and was widely covered by major financial and technology news agencies, confirming the 
terms and strategic importance of the deal.1 

 

3. Emerging Technologies: A Technical Deep Dive 
 

The DevDay announcements were built upon several genuinely new technological paradigms. 
A deeper analysis of these architectures reveals a sophisticated approach to building more 
capable, efficient, and extensible AI systems. 

 

3.1 The GPT-5 Unified Architecture: Dynamic Compute Allocation 
 

Architectural Paradigm: GPT-5 marks a departure from the monolithic model approach that 
characterized previous generations. It operates as a "unified system," which is effectively a 
hierarchical routing system composed of at least two distinct internal models. The first is a 
fast, highly efficient model, gpt-5-main, designed to handle the majority of standard, 
low-complexity queries with minimal latency. The second is a deeper, more computationally 
intensive reasoning model, gpt-5-thinking, which is engaged for tasks that require complex, 
multi-step analysis.6 

The Real-Time Router: The centerpiece of this architecture is a "real-time router" that 
functions as an intelligent dispatcher. When a user submits a prompt, this router analyzes it in 
milliseconds, assessing it against several criteria: the inherent complexity of the query, the 
conversational context, the need to invoke external tools, and any explicit user intent (such as 
prompts containing phrases like "think hard about this" or "take your time").6 Based on this 
analysis, the router dynamically allocates the query to the most appropriate model. This 
router is not static; it is continuously trained on real-world user feedback signals, such as 
when users manually switch models or their preference ratings for responses, allowing it to 
improve its decision-making accuracy over time.6 

Technical Significance: This architecture represents a significant advance in the efficient 
allocation of computational resources. It directly addresses a core dilemma in large language 
models: the trade-off between response latency and reasoning quality. By using the cheaper, 



faster gpt-5-main for the high volume of simple queries, the system can deliver a responsive 
and cost-effective user experience while reserving the expensive compute of gpt-5-thinking 
for tasks that genuinely require it. This can be understood as a form of the Mixture-of-Experts 
(MoE) architecture applied at the system level—routing between entire models—rather than 
just at the layer level within a single model. This approach allows for a more flexible and 
economically viable scaling of AI capabilities. 

 

3.2 AgentKit's Modular Architecture: An End-to-End Lifecycle 
 

AgentKit is not merely a library or a set of APIs; it is an opinionated, full-stack platform 
engineered to manage the entire lifecycle of AI agent development. Its modular architecture 
allows different specialists within an organization—from engineers and product managers to 
legal and compliance teams—to collaborate within a single, coherent framework. The 
emphasis on integrated evaluation and trace grading signifies a critical industry shift towards 
engineering reliable and auditable AI systems, moving beyond the simple pursuit of raw 
capability. 

Core Components Breakdown: 

●​ Agent Builder: At its core, the Agent Builder is a visual, node-based development 
environment. It provides a canvas where developers can drag-and-drop 
components—such as LLM calls, tool integrations, logical branches, and safety 
guardrails—to construct and version agentic workflows.4 This visual abstraction layer sits 
on top of OpenAI's Responses API and is designed to replace complex, hard-to-maintain 
orchestration code with an auditable and collaborative workflow graph.17 

●​ ChatKit: This component addresses the significant front-end engineering challenge of 
building a high-quality chat interface. ChatKit is a pre-built, customizable UI toolkit that 
developers can embed directly into their websites and applications. It handles the 
complexities of streaming responses, managing conversation threads, and displaying 
"thinking" state indicators, saving weeks of development time.4 

●​ Connector Registry: This is the platform's enterprise governance layer. It provides a 
centralized administrative dashboard where IT and security teams can manage which 
data sources, internal tools, and third-party MCP servers agents are permitted to access. 
This ensures that as agentic capabilities are deployed across an organization, they 
adhere to established security and compliance policies.4 

●​ Evals and Optimization: This is an integrated framework for quantitative performance 
measurement. It moves beyond anecdotal testing to a more rigorous engineering 
discipline. The framework supports the creation of test datasets, trace grading (the 
step-by-step evaluation of an agent's reasoning process to identify failure points), 
automated prompt optimization based on performance, and even the ability to 



benchmark against third-party models within the same platform.4 

Table 2: AgentKit Component Breakdown 

Component Primary Function Key Features Target User 
Persona 

Agent Builder Visual workflow 
design & 
orchestration 

Drag-and-drop 
nodes, versioning, 
guardrails, preview 
runs 

AI Developer, 
Product Manager, 
Solutions Architect 

ChatKit Embeddable chat 
UI 

Customizable 
themes, streaming 
support, "thinking" 
state indicators 

Front-end 
Developer, UX/UI 
Designer 

Connector 
Registry 

Enterprise 
governance & data 
connection 
management 

Centralized admin 
panel, MCP server 
integration, access 
controls 

IT Administrator, 
Chief Information 
Security Officer 
(CISO) 

Evals & 
Optimization 

Performance 
measurement & 
improvement 

Datasets, trace 
grading, automated 
prompt 
optimization, 
3rd-party model 
support 

AI/ML Engineer, 
Data Scientist, QA 
Engineer 

Sources: 4 

 

3.3 Model Context Protocol (MCP): The Universal Translator for AI 
 

Protocol Overview: The Model Context Protocol (MCP) is an open-source specification, 
originally developed by Anthropic, that standardizes how AI models (acting as clients) 
communicate with external tools and data sources (acting as servers).10 It functions as a 
universal translator, using a JSON-RPC 2.0 message format to create a common language 
between any compliant AI application and any compliant tool. It has been described as a 



"USB-C port for AI," allowing for plug-and-play interoperability without the need for custom, 
one-off integration code.32 

Architecture: MCP operates on a client-server model. The MCP client is integrated into the 
host AI application (e.g., ChatGPT). It is responsible for initiating connections and translating 
the AI's needs into standardized MCP requests. The MCP server is a service that exposes 
tools, resources (like files or data), and pre-defined prompts from a third-party application 
(e.g., the Canva app exposes design tools, the Spotify app exposes playlist creation tools).13 

Key Features: The protocol defines standardized methods for fundamental interactions, such 
as listing a server's available tools and calling those tools with structured arguments. However, 
it also supports more advanced, agentic features that are critical for complex workflows. 
These include sampling, which allows a server to initiate a request for an LLM completion 
from the client (e.g., asking the AI to summarize a document it just retrieved), and elicitation, 
which enables a server to request additional information from the end-user mid-operation.31 

Technical Significance: OpenAI's decision to adopt MCP for its flagship App Platform, rather 
than creating a proprietary protocol, is a major strategic choice. A proprietary standard would 
have created a fragmented ecosystem and a higher barrier to entry for developers. By 
embracing an open standard—even one from a direct competitor—OpenAI dramatically 
accelerates the growth of its app ecosystem. This move commoditizes the connection 
protocol itself, shifting the competitive landscape. The focus is no longer on who has the best 
proprietary connection, but on who can build the most compelling platform that leverages this 
open standard. This allows OpenAI to benefit from the rapid, network-effect-driven growth of 
an open ecosystem while focusing its proprietary efforts on higher-value parts of the stack, 
such as the AgentKit development environment. This reveals a sophisticated strategy: use 
openness to build a wide ecosystem at the application layer (the "what"), while using a 
proprietary platform to control the high-value development process (the "how"). 

 

3.4 Sora 2's World Simulation Engine 
 

Architectural Approach: Sora 2 builds upon the architectural foundations of its predecessor, 
utilizing a diffusion transformer architecture. In this paradigm, visual data is broken down into 
"patches," which are treated analogously to text tokens in a language model.35 The video 
generation process begins with a latent representation of random noise and progressively 
"denoises" it over a series of steps, guided by the conditioning information from the text 
prompt, to produce a coherent video sequence.25 

Key Innovations: 

1.​ Physics Realism: The model demonstrates a marked improvement in its ability to 



simulate real-world physics. This was a key focus of the training process. Unlike prior 
models that might "cheat" to fulfill a prompt—for example, by having a missed basketball 
shot spontaneously teleport into the hoop—Sora 2 is capable of modeling failure modes. 
In the same scenario, it will generate a video of the ball realistically bouncing off the 
rim.22 This ability to model plausible, physically grounded outcomes, including failures, 
indicates a deeper and more robust internal world model. 

2.​ Native Audio-Video Synchronization: Sora 2 is a true multi-modal generation system, 
not just a video generator. It produces video and audio (including dialogue, Foley-style 
sound effects, and ambient noise) simultaneously within the same generation process.8 
This is a fundamental architectural advance over previous methods, which typically 
generated silent video and required a separate, often difficult, post-processing step to 
add and synchronize sound. This native integration ensures that audio elements, such as 
lip movements in dialogue, are perfectly aligned with the visual content. 

3.​ Controllability and Cameos: The model offers creators greater steerability over 
cinematic elements like camera angles, motion, and artistic style. A novel feature, 
branded "cameos," allows users to record a short video of themselves (or an object) and 
have the model insert their verified likeness and voice into newly generated scenes.22 
This suggests that the model's conditioning mechanism is highly flexible, able to 
incorporate guidance from short video inputs in addition to text prompts. 

 

4. Industry Applications: Early Signals and Use Cases 
 

The technologies unveiled at DevDay 2025 are not just theoretical advances; they are already 
being applied in concrete use cases by early partners, providing a clear signal of their 
potential impact across various industries. The common thread across these applications is 
the shift away from traditional graphical user interfaces (GUIs) toward a more fluid, 
outcome-oriented Language User Interface (LUI). The primary interaction model is no longer 
pointing and clicking within a specific application's window, but rather describing a desired 
outcome in natural language within a single, unified chat interface. The "app" becomes a 
backend capability that the AI orchestrates, fundamentally changing the role of software from 
a destination to a service provider for an intelligent agent. This poses a significant challenge 
to software businesses whose primary competitive advantage is their user interface design, as 
the value shifts to having the most reliable and capable API that an AI can use. 

 

4.1 Enterprise Automation and Internal Tooling 
 



Use Case: Sophisticated Customer Support Agents (Klarna): AgentKit enables the 
creation of agents that move far beyond simple FAQ chatbots. These agents can handle a 
significant portion of customer support tickets by integrating with internal knowledge bases, 
querying order databases, and executing complex resolution workflows. The official OpenAI 
announcement cites Klarna as an early user, reporting that an agent built with these tools now 
handles two-thirds of all their customer support tickets, demonstrating a clear return on 
investment.4 

Use Case: AI-Powered Sales Research (Clay): Companies like Clay are leveraging agentic 
capabilities to automate the highly manual and time-consuming work of sales development 
representatives (SDRs). Their "Claygent," built using OpenAI's models, can be tasked with 
visiting websites, extracting specific information (like recent funding rounds or key personnel 
changes), and enriching lead data in a CRM at a scale and speed previously impossible. Clay 
reports that this has been a primary driver of its 10x growth.4 

Use Case: Software Development Lifecycle (Codex): The general availability of the new 
Codex, now powered by the GPT-5 family of models, enables deeper integration into the 
software development lifecycle. It can be used for complex tasks like conducting code 
reviews, identifying and fixing bugs across a repository, and answering nuanced questions 
about a large codebase. New enterprise-grade features, including integrations with tools like 
Slack and administrative dashboards for monitoring, position it as a core component of the 
modern developer's toolkit.3 

 

4.2 Consumer Platform Integrations: From Search to Action 
 

Use Case: Creative Content Generation (Canva and Spotify): The integration of apps 
directly into ChatGPT creates a seamless workflow for creative tasks. Users can now issue 
natural language commands like, "Spotify, make a playlist for my party this Friday," or, "Canva, 
create an Instagram post for our upcoming summer sale," directly within the chat interface.3 
The app integration allows for the initial creation, and in some cases interactive editing, to 
happen inside the chat, dramatically reducing the friction of switching between different 
applications to complete a task.40 

Use Case: Real Estate and Travel Planning (Zillow and Booking.com): These integrations 
transform ChatGPT from an information retrieval tool into a transactional starting point. The 
Zillow app allows users to search for homes using conversational queries like "Show me 
three-bedroom houses with a yard near a good park," view interactive listings with photos and 
maps directly in the chat, and then seamlessly link out to Zillow's platform to connect with an 
agent or schedule a tour.42 Similarly, travel apps like Booking.com can be used to research 
destinations, find flights, and book accommodations within a single, continuous 



conversational thread.1 

 

4.3 Creative and Media Production 
 

Use Case: High-Fidelity Video for Marketing and Social Media: The API access to Sora 2, 
with its improved realism, synchronized audio, and stylistic control, makes it a powerful tool 
for generating short-form video content. This is particularly applicable for social media 
campaigns, digital advertisements, and product demonstration videos, potentially allowing for 
the creation of high-quality assets without the need for a physical camera crew or extensive 
post-production.23 The availability of a Pro version that offers watermark-free output 
specifically targets these professional and commercial use cases.5 

Use Case: Pre-visualization and Concept Art: Within the film and game development 
industries, Sora 2 can be used as a rapid prototyping tool. Directors and artists can translate 
script ideas or storyboards into moving scenes with accurate soundscapes, allowing them to 
visualize concepts and iterate on creative decisions much faster than with traditional 
methods. This has the potential to dramatically accelerate the pre-production phase of 
creative projects.36 

 

5. Challenges and Considerations 
 

The powerful new technologies unveiled at DevDay 2025 introduce a corresponding set of 
significant ethical, safety, and deployment challenges. As OpenAI builds a more integrated 
and capable platform, it also assumes greater responsibility for its governance and potential 
misuse. 

 

5.1 Platform Governance and Antitrust Concerns 
 

Challenge: As ChatGPT evolves into an "AI operating system" with its own app ecosystem, 
OpenAI is positioning itself as a powerful gatekeeper. The company will now control which 
apps are admitted to its platform, how they are discovered and ranked in the app directory, 
the terms of the app review process, and the eventual monetization and revenue-sharing 



models.5 

Considerations: This centralized control creates a significant risk of anticompetitive behavior. 
There will be intense scrutiny over whether OpenAI gives preferential treatment to its own 
first-party tools or to strategic partners, potentially creating an uneven playing field for 
independent developers. This dynamic mirrors the challenges and regulatory scrutiny faced 
by Apple's App Store and the Google Play Store, and it is likely that regulators globally will be 
watching OpenAI's governance of this new ecosystem very closely. 

 

5.2 Security Risks of an Interconnected Agentic Ecosystem 
 

Challenge: The adoption of the Model Context Protocol (MCP) to enable the app ecosystem, 
while fostering interoperability, also introduces a new and complex attack surface. Security 
researchers have already identified multiple risks inherent to this interconnected, agentic 
architecture.10 

Specific Vulnerabilities: 

●​ The "Confused Deputy" Problem: This classic security vulnerability is particularly 
relevant in the MCP context. An MCP server, representing an application, might possess 
greater permissions (e.g., read/write access to a corporate database) than the end-user 
invoking it through ChatGPT. A malicious user could craft a prompt to trick the AI agent 
into using the server's elevated privileges to access or modify data that the user 
themselves is not authorized to touch.48 

●​ Prompt Injection and Unsafe Tool Combination: A malicious prompt could cause an 
agent to misuse a legitimate tool for unintended purposes. This risk is magnified when an 
agent has access to multiple tools that can be chained together. For example, an attacker 
could potentially trick an agent into using one tool to read a sensitive local file from a 
user's machine and then use a second, separate tool to exfiltrate that data over the 
network to an attacker-controlled server.10 

●​ Supply Chain Risks: The overall security of the ChatGPT app ecosystem is only as 
strong as its weakest link. A security vulnerability in a third-party MCP server from a 
small, less-resourced developer could potentially be exploited to attack the millions of 
users on the ChatGPT platform, creating a significant supply chain risk.48 

OpenAI's Mitigation: To address these risks, AgentKit includes a modular, open-source 
safety layer called Guardrails. These can be configured by developers within the Agent 
Builder to detect jailbreak attempts, mask personally identifiable information (PII), enforce 
custom policies at the tool-use boundary, or require human-in-the-loop approval for sensitive 
actions.4 However, the ultimate responsibility for securing the vast ecosystem of third-party 



apps remains a complex and critical challenge. 

Table 3: Security and Ethical Risk Matrix 

Technology Primary 
Security Risks 

Primary 
Ethical/Privacy 
Risks 

Primary 
Misuse Risks 

Stated 
Mitigation 
Strategy 

Apps in 
ChatGPT / 
MCP 

Confused 
Deputy, Supply 
Chain Attacks, 
Unauthorized 
Command 
Execution 

Opaque data 
sharing with 
3rd parties, 
Platform 
gatekeeping/a
ntitrust 
concerns 

N/A User consent 
flows, OAuth 
2.1 support in 
MCP 
specification, 
App review 
process 

AgentKit / 
Agentic AI 

Prompt 
Injection, 
Unintended 
Tool 
Combinations, 
Data 
Exfiltration 

Lack of 
accountability 
for agent 
actions, Bias 
amplification 
in automated 
decisions 

Automated 
scam/phishing 
campaigns, 
Malicious 
cyber activity 

Configurable 
Guardrails, 
Trace grading 
for auditing, 
Human-in-the-
loop nodes 

Sora 2 N/A Copyright 
infringement, 
Non-consensu
al likeness 
generation 

High-fidelity 
deepfakes, 
Scaled 
misinformation 
campaigns 

Visible moving 
watermarks, 
C2PA 
metadata, 
Input/output 
safety 
classifiers 

Sources: 4 

 

5.3 Data Privacy and User Consent 
 

Challenge: With third-party applications now deeply integrated into the core ChatGPT 
experience, the flow of user data—including potentially sensitive conversation history and 



personal information—between OpenAI and a multitude of external developers becomes a 
major privacy concern.9 

Considerations: Key questions remain unanswered regarding the specifics of data sharing. 
How much of a user's conversational context is shared with an app when it is invoked? How 
will users provide meaningful and granular consent for this data sharing, especially when an 
app is surfaced automatically by the AI? While OpenAI has stated that developers are required 
to "collect only the minimum data they need, and be transparent about permissions," the 
inherent complexity of these data flows may be difficult for the average user to fully 
comprehend and manage.9 Furthermore, the discussion with former Apple designer Jony Ive 
about potential future AI hardware hints at "always-on" ambient devices, which would amplify 
these privacy concerns exponentially by moving data collection from active text input to 
passive environmental sensing.8 

 

5.4 Misinformation, Deepfakes, and Provenance 
 

Challenge: The dramatically increased realism, controllability, and accessibility of Sora 2 
significantly heighten the risk of the technology being used to generate convincing deepfakes 
for malicious purposes. These include political misinformation, sophisticated financial scams, 
and the creation of non-consensual explicit content.51 

OpenAI's Mitigation Strategies: In response to these risks, OpenAI has implemented a 
multi-layered approach to content provenance, as detailed in the Sora 2 System Card.50 This 
approach includes three main components: 

1.​ Visible Watermarking: Videos downloaded from OpenAI's official platforms will include a 
visible, moving watermark designed to be difficult to remove without degrading the video 
quality. 

2.​ C2PA Metadata: All generated assets are embedded with C2PA (Coalition for Content 
Provenance and Authenticity) metadata. This is an industry-standard cryptographic 
signature that allows verification tools to trace the content back to its origin as an AI 
generation. 

3.​ Safety Classifiers: All input prompts and output generations (both video and audio) are 
run through safety models designed to detect and block content that violates OpenAI's 
policies. 

Limitations: These mitigation strategies, while important, are not foolproof. Visible 
watermarks can be cropped or digitally removed, and C2PA metadata can be stripped from a 
file. The ultimate effectiveness of these provenance measures depends on their broad 
adoption by social media platforms and the development of widespread media literacy among 



the public. 

 

6. Outlook: The Trajectory of an AI-Native Future 
 

The announcements from DevDay 2025 provide a clear roadmap for the near- and long-term 
future of the AI industry. By synthesizing the strategic implications of these new technologies, 
it is possible to project the trajectory of this AI-native future. 

 

6.1 Short-Term Trends (6-12 months) 
 

A Cambrian Explosion of AI Apps: The release of the Apps SDK, especially its reliance on 
the open MCP standard, is likely to trigger a rush of development. The next year will see a 
vibrant, and likely chaotic, early ecosystem of applications built for ChatGPT. We can expect 
to see thousands of new apps emerge, with intense experimentation to discover the first 
"killer apps" for this new Language User Interface paradigm. 

The Rise of the "Agent Developer": AgentKit will professionalize the role of the AI agent 
creator. This will give rise to a new class of "Agent Developer" or "AI Orchestrator" whose 
primary skill is not writing traditional code, but designing, building, and optimizing complex, 
multi-step agentic workflows. We will see intense competition among software agencies and 
enterprise development teams to master these new tools to deliver automation solutions for 
their clients. 

Performance Benchmarking Shifts: With the introduction of GPT-5 Pro's dynamic routing 
architecture, traditional academic benchmarks that measure a single model's performance in 
isolation will become less relevant for evaluating real-world systems. The industry focus will 
shift towards more holistic, task-based benchmarks that measure an entire system's ability to 
solve complex, multi-step problems efficiently, reliably, and cost-effectively. 

 

6.2 Long-Term Directions (1-3 years) 
 

The Great Re-bundling: The dominant paradigm in software is poised to shift from a 
fragmented landscape of discrete applications to a "great re-bundling" around a single, 



intelligent interface that orchestrates a vast ecosystem of backend capabilities. The primary 
competitive battle in technology will be for control of this "AI OS" layer, with ChatGPT now 
positioned as a leading contender. 

The Blurring Line Between Software and Agents: The distinction between a software 
application and an AI agent will continue to erode. In the near future, all software will be 
expected to possess agentic capabilities—to proactively anticipate user needs, plan 
multi-step actions, and execute tasks autonomously. Software that remains static and purely 
reactive will be seen as obsolete. 

The Hardware Frontier: The strategic importance of the underlying hardware will intensify. 
The AMD partnership is a clear signal that leading AI labs can no longer be passive consumers 
of hardware; they must be active participants in shaping the silicon ecosystem. The publicized 
discussion with Jony Ive about AI hardware is not an idle curiosity; it hints at a future where 
OpenAI moves into consumer hardware, such as wearables or ambient computing devices.8 
This would represent the final step in owning the entire, end-to-end ecosystem—from the 
hardware that captures user intent to the AI OS that interprets it and the cloud infrastructure 
that powers it. 

 

6.3 Concluding Analysis 
 

OpenAI's DevDay 2025 was a clear and unambiguous declaration of intent. The company is 
leveraging its formidable leadership in foundational models to execute a classic and 
audacious platform strategy, aimed at capturing the entire value chain of the next era of 
computing. The coordinated announcements of a new application platform, a professional 
developer toolkit, next-generation models, and a strategic hardware alliance represent a 
comprehensive attempt to build the operating system, the development tools, the app store, 
and even influence the underlying hardware for a future where AI is not just a feature, but the 
fundamental interface through which we interact with the digital world. The success of this 
strategy is by no means guaranteed and will depend on navigating immense technical, 
security, and ethical challenges. However, its sheer ambition will undoubtedly define the 
trajectory of the AI industry for years to come. 

Works cited 

1.​ DevDay 2025: OpenAI launches apps inside ChatGPT, accessed October 7, 2025, 
https://m.economictimes.com/tech/artificial-intelligence/devday-2025-openai-lau
nches-apps-inside-chatgpt/articleshow/124346472.cms 

2.​ ChatGPT wants to act more like an OS - as it transforms into an app platform | 
ZDNET, accessed October 7, 2025, 
https://www.zdnet.com/article/chatgpt-wants-to-act-more-like-an-os-as-it-trans

https://m.economictimes.com/tech/artificial-intelligence/devday-2025-openai-launches-apps-inside-chatgpt/articleshow/124346472.cms
https://m.economictimes.com/tech/artificial-intelligence/devday-2025-openai-launches-apps-inside-chatgpt/articleshow/124346472.cms
https://www.zdnet.com/article/chatgpt-wants-to-act-more-like-an-os-as-it-transforms-into-an-app-platform/


forms-into-an-app-platform/ 
3.​ OpenAI DevDay 2025: ChatGPT gets apps, AgentKit for developers, and cheaper 

GPT models, accessed October 7, 2025, 
https://indianexpress.com/article/technology/artificial-intelligence/openai-devday
-2025-chatgpt-gets-apps-agentkit-for-developers-and-cheaper-gpt-models-10
292443/ 

4.​ Introducing AgentKit | OpenAI, accessed October 7, 2025, 
https://openai.com/index/introducing-agentkit/ 

5.​ OpenAI DevDay 2025: From ChatGPT Apps to AgentKit for ..., accessed October 
7, 2025, 
https://www.gadgets360.com/ai/news/openai-devday-2025-chatgpt-apps-agent
kit-sora-2-gpt-5-new-announcements-features-9411527 

6.​ Introducing GPT-5 | OpenAI, accessed October 7, 2025, 
https://openai.com/index/introducing-gpt-5/ 

7.​ OpenAI's Windows Play – Stratechery by Ben Thompson, accessed October 7, 
2025, https://stratechery.com/2025/openais-windows-play/ 

8.​ From ChatGPT 5 Pro to Sora 2: Checkout the Biggest Announcements from 
OpenAI's DevDay 2025 - Gizbot, accessed October 7, 2025, 
https://www.gizbot.com/artificial-intelligence/chatgpt-5-pro-to-sora-2-checkout
-the-biggest-announcements-from-openai-devday-2025-119459.html 

9.​ OpenAI brings Booking.com, Spotify, Canva and more into ChatGPT with new 
in-app experiences, accessed October 7, 2025, 
https://www.businesstoday.in/technology/news/story/openai-brings-bookingcom
-spotify-canva-and-more-into-chatgpt-with-new-in-app-experiences-497031-2
025-10-07 

10.​Model Context Protocol - Wikipedia, accessed October 7, 2025, 
https://en.wikipedia.org/wiki/Model_Context_Protocol 

11.​OpenAI Dev Day Keynote - Summary : r/ProductManagement - Reddit, accessed 
October 7, 2025, 
https://www.reddit.com/r/ProductManagement/comments/1nzrfdo/openai_dev_d
ay_keynote_summary/ 

12.​OpenAI DevDay key takeaways: Sam Altman unveils new models to make it 
"easier to build with AI" - Cybernews, accessed October 7, 2025, 
https://cybernews.com/ai-news/openai-dev-day-2025-altman-keynote-api-anno
uncenents/ 

13.​MCP - OpenAI Developers, accessed October 7, 2025, 
https://developers.openai.com/apps-sdk/concepts/mcp-server 

14.​OpenAI AgentKit vs N8N : The best AI Workflow Builder? | by Mehul Gupta | Data 
Science in Your Pocket | Oct, 2025 | Medium, accessed October 7, 2025, 
https://medium.com/data-science-in-your-pocket/openai-agentkit-vs-n8n-the-b
est-ai-workflow-builder-da5eaf21aa10 

15.​OpenAI Launches AgentKit for Building AI Agents – Here Is All You Need To Know 
| Fello AI, accessed October 7, 2025, 
https://felloai.com/2025/10/openai-launches-agentkit-for-building-ai-agents-her
e-is-all-you-need-to-know/ 

https://www.zdnet.com/article/chatgpt-wants-to-act-more-like-an-os-as-it-transforms-into-an-app-platform/
https://indianexpress.com/article/technology/artificial-intelligence/openai-devday-2025-chatgpt-gets-apps-agentkit-for-developers-and-cheaper-gpt-models-10292443/
https://indianexpress.com/article/technology/artificial-intelligence/openai-devday-2025-chatgpt-gets-apps-agentkit-for-developers-and-cheaper-gpt-models-10292443/
https://indianexpress.com/article/technology/artificial-intelligence/openai-devday-2025-chatgpt-gets-apps-agentkit-for-developers-and-cheaper-gpt-models-10292443/
https://openai.com/index/introducing-agentkit/
https://www.gadgets360.com/ai/news/openai-devday-2025-chatgpt-apps-agentkit-sora-2-gpt-5-new-announcements-features-9411527
https://www.gadgets360.com/ai/news/openai-devday-2025-chatgpt-apps-agentkit-sora-2-gpt-5-new-announcements-features-9411527
https://openai.com/index/introducing-gpt-5/
https://stratechery.com/2025/openais-windows-play/
https://www.gizbot.com/artificial-intelligence/chatgpt-5-pro-to-sora-2-checkout-the-biggest-announcements-from-openai-devday-2025-119459.html
https://www.gizbot.com/artificial-intelligence/chatgpt-5-pro-to-sora-2-checkout-the-biggest-announcements-from-openai-devday-2025-119459.html
https://www.businesstoday.in/technology/news/story/openai-brings-bookingcom-spotify-canva-and-more-into-chatgpt-with-new-in-app-experiences-497031-2025-10-07
https://www.businesstoday.in/technology/news/story/openai-brings-bookingcom-spotify-canva-and-more-into-chatgpt-with-new-in-app-experiences-497031-2025-10-07
https://www.businesstoday.in/technology/news/story/openai-brings-bookingcom-spotify-canva-and-more-into-chatgpt-with-new-in-app-experiences-497031-2025-10-07
https://en.wikipedia.org/wiki/Model_Context_Protocol
https://www.reddit.com/r/ProductManagement/comments/1nzrfdo/openai_dev_day_keynote_summary/
https://www.reddit.com/r/ProductManagement/comments/1nzrfdo/openai_dev_day_keynote_summary/
https://cybernews.com/ai-news/openai-dev-day-2025-altman-keynote-api-announcenents/
https://cybernews.com/ai-news/openai-dev-day-2025-altman-keynote-api-announcenents/
https://developers.openai.com/apps-sdk/concepts/mcp-server
https://medium.com/data-science-in-your-pocket/openai-agentkit-vs-n8n-the-best-ai-workflow-builder-da5eaf21aa10
https://medium.com/data-science-in-your-pocket/openai-agentkit-vs-n8n-the-best-ai-workflow-builder-da5eaf21aa10
https://felloai.com/2025/10/openai-launches-agentkit-for-building-ai-agents-here-is-all-you-need-to-know/
https://felloai.com/2025/10/openai-launches-agentkit-for-building-ai-agents-here-is-all-you-need-to-know/


16.​DevDay 2025: OpenAI launches agent kit, updates Codex model, accessed 
October 7, 2025, 
https://m.economictimes.com/tech/artificial-intelligence/devday-2025-openai-lau
nches-agent-kit-updates-codex-model/articleshow/124347547.cms 

17.​OpenAI Debuts Agent Builder and AgentKit: A Visual-First Stack for Building, 
Deploying, and Evaluating AI Agents - MarkTechPost, accessed October 7, 2025, 
https://www.marktechpost.com/2025/10/06/openai-debuts-agent-builder-and-a
gentkit-a-visual-first-stack-for-building-deploying-and-evaluating-ai-agents/ 

18.​OpenAI Agent Builder - Blockchain Council, accessed October 7, 2025, 
https://www.blockchain-council.org/ai/openai-agent-builder/ 

19.​OpenAI ChatGPT DevDay 2025 : Bold Moves, But Are They Enough? - Geeky 
Gadgets, accessed October 7, 2025, 
https://www.geeky-gadgets.com/openai-chatgpt-devday-2025-overview/ 

20.​How AI Agents Work: Key Concepts & OpenAI AgentKit Explained - Skywork.ai, 
accessed October 7, 2025, 
https://skywork.ai/blog/ai-agents-key-concepts-openai-agentkit-explained/ 

21.​Inside GPT-5: Unified Architecture, Reasoning by Design | by Lucien Lin - Medium, 
accessed October 7, 2025, 
https://medium.com/@lucien1999s.pro/inside-gpt-5-unified-architecture-reasoni
ng-by-design-592533e37feb 

22.​Sora 2 is here | OpenAI, accessed October 7, 2025, 
https://openai.com/index/sora-2/ 

23.​Sora 2: What is it, what can it do & how to use - CometAPI - All AI Models in One 
API, accessed October 7, 2025, 
https://www.cometapi.com/sora-2-what-is-it-what-can-it-do/ 

24.​How is OpenAI's Sora 2 Model Redefining Generative Video AI? | Technology 
Magazine, accessed October 7, 2025, 
https://technologymagazine.com/news/openais-sora-2-redefining-safe-physics-
driven-video-ai 

25.​Sora 2: Next Generation Text-to-Video AI Explained - DEV Community, accessed 
October 7, 2025, 
https://dev.to/alifar/sora-2-next-generation-text-to-video-ai-explained-acl 

26.​GPT-5 is here… here's everything you need to know (so far…). - The Neuron, 
accessed October 7, 2025, 
https://www.theneuron.ai/explainer-articles/gpt-5-is-here-heres-everything-you-
need-to-know-so-far 

27.​OpenAI DevDay 2025 - Full Breakdown - YouTube, accessed October 7, 2025, 
https://www.youtube.com/watch?v=pXGakso13ZM 

28.​GPT-5: A Technical Breakdown - Encord, accessed October 7, 2025, 
https://encord.com/blog/gpt-5-a-technical-breakdown/ 

29.​GPT-5's Secret Weapon: How Its Internal Router Works - Arsturn, accessed 
October 7, 2025, 
https://www.arsturn.com/blog/gpt-5s-secret-weapon-how-its-internal-router-w
orks 

30.​Build every step of agents on one platform - OpenAI, accessed October 7, 2025, 

https://m.economictimes.com/tech/artificial-intelligence/devday-2025-openai-launches-agent-kit-updates-codex-model/articleshow/124347547.cms
https://m.economictimes.com/tech/artificial-intelligence/devday-2025-openai-launches-agent-kit-updates-codex-model/articleshow/124347547.cms
https://www.marktechpost.com/2025/10/06/openai-debuts-agent-builder-and-agentkit-a-visual-first-stack-for-building-deploying-and-evaluating-ai-agents/
https://www.marktechpost.com/2025/10/06/openai-debuts-agent-builder-and-agentkit-a-visual-first-stack-for-building-deploying-and-evaluating-ai-agents/
https://www.blockchain-council.org/ai/openai-agent-builder/
https://www.geeky-gadgets.com/openai-chatgpt-devday-2025-overview/
https://skywork.ai/blog/ai-agents-key-concepts-openai-agentkit-explained/
https://medium.com/@lucien1999s.pro/inside-gpt-5-unified-architecture-reasoning-by-design-592533e37feb
https://medium.com/@lucien1999s.pro/inside-gpt-5-unified-architecture-reasoning-by-design-592533e37feb
https://openai.com/index/sora-2/
https://www.cometapi.com/sora-2-what-is-it-what-can-it-do/
https://technologymagazine.com/news/openais-sora-2-redefining-safe-physics-driven-video-ai
https://technologymagazine.com/news/openais-sora-2-redefining-safe-physics-driven-video-ai
https://dev.to/alifar/sora-2-next-generation-text-to-video-ai-explained-acl
https://www.theneuron.ai/explainer-articles/gpt-5-is-here-heres-everything-you-need-to-know-so-far
https://www.theneuron.ai/explainer-articles/gpt-5-is-here-heres-everything-you-need-to-know-so-far
https://www.youtube.com/watch?v=pXGakso13ZM
https://encord.com/blog/gpt-5-a-technical-breakdown/
https://www.arsturn.com/blog/gpt-5s-secret-weapon-how-its-internal-router-works
https://www.arsturn.com/blog/gpt-5s-secret-weapon-how-its-internal-router-works


https://openai.com/agent-platform/ 
31.​What Is the Model Context Protocol (MCP) and How It Works - Descope, 

accessed October 7, 2025, https://www.descope.com/learn/post/mcp 
32.​Model context protocol (MCP) - OpenAI Agents SDK, accessed October 7, 2025, 

https://openai.github.io/openai-agents-python/mcp/ 
33.​Model Context Protocol (MCP), clearly explained (why it matters) - YouTube, 

accessed October 7, 2025, https://www.youtube.com/watch?v=7j_NE6Pjv-E 
34.​Specification - Model Context Protocol, accessed October 7, 2025, 

https://modelcontextprotocol.io/specification/latest 
35.​Open-Sora 2.0 Explained: Architecture, Training, and Why It Matters, accessed 

October 7, 2025, https://www.louisbouchard.ai/open-sora-2/ 
36.​How OpenAI Built Sora 2 (2025): Ultimate Guide to Training & Model Design - 

Skywork.ai, accessed October 7, 2025, 
https://skywork.ai/blog/openai-sora-2-2025-ultimate-guide-training-model-desig
n/ 

37.​Clay - Achieving 10x growth with agentic sales prospecting - OpenAI, accessed 
October 7, 2025, https://openai.com/index/clay/ 

38.​ChatGPT now works across apps Like Spotify, Canva, Figma and more, accessed 
October 7, 2025, 
https://timesofindia.indiatimes.com/technology/tech-news/chatgpt-now-works-a
cross-apps-like-spotify-canva-figma-and-more/articleshow/124352572.cms 

39.​Bringing design creation to AI workflows: Create with Canva inside ChatGPT, 
accessed October 7, 2025, 
https://www.canva.com/newsroom/news/deep-research-integration-mcp-server/ 

40.​OpenAI puts popular apps like Spotify and Canva inside ChatGPT: See the full list 
here, accessed October 7, 2025, 
https://www.indiatoday.in/technology/news/story/openai-puts-popular-apps-like-
spotify-and-canva-inside-chatgpt-see-the-full-list-here-2798919-2025-10-07 

41.​Canva now works directly inside ChatGPT with new integration: How it works for 
users - Mint, accessed October 7, 2025, 
https://www.livemint.com/technology/canva-now-works-directly-inside-chatgpt-
with-new-integration-how-it-works-for-users-11751026418106.html 

42.​A Zillow-ChatGPT integration; Final Offer enters new market - Real Estate News, 
accessed October 7, 2025, 
https://www.realestatenews.com/2025/10/06/a-zillow-chatgpt-integration-final-o
ffer-enters-new-market 

43.​Zillow Collaborates With OpenAI For 'Seamless' Home Search On ChatGPT, 
accessed October 7, 2025, 
https://www.onlinemarketplaces.com/articles/zillow-collaborates-with-openai-for
-seamless-home-search-on-chatgpt/ 

44.​Zillow debuts the only real estate app in ChatGPT - Investors, accessed October 
7, 2025, 
https://investors.zillowgroup.com/investors/news-and-events/news/news-details/
2025/Zillow-debuts-the-only-real-estate-app-in-ChatGPT/default.aspx 

45.​OpenAI to take on TikTok with its new short-video app Sora, accessed October 7, 

https://openai.com/agent-platform/
https://www.descope.com/learn/post/mcp
https://openai.github.io/openai-agents-python/mcp/
https://www.youtube.com/watch?v=7j_NE6Pjv-E
https://modelcontextprotocol.io/specification/latest
https://www.louisbouchard.ai/open-sora-2/
https://skywork.ai/blog/openai-sora-2-2025-ultimate-guide-training-model-design/
https://skywork.ai/blog/openai-sora-2-2025-ultimate-guide-training-model-design/
https://openai.com/index/clay/
https://timesofindia.indiatimes.com/technology/tech-news/chatgpt-now-works-across-apps-like-spotify-canva-figma-and-more/articleshow/124352572.cms
https://timesofindia.indiatimes.com/technology/tech-news/chatgpt-now-works-across-apps-like-spotify-canva-figma-and-more/articleshow/124352572.cms
https://www.canva.com/newsroom/news/deep-research-integration-mcp-server/
https://www.indiatoday.in/technology/news/story/openai-puts-popular-apps-like-spotify-and-canva-inside-chatgpt-see-the-full-list-here-2798919-2025-10-07
https://www.indiatoday.in/technology/news/story/openai-puts-popular-apps-like-spotify-and-canva-inside-chatgpt-see-the-full-list-here-2798919-2025-10-07
https://www.livemint.com/technology/canva-now-works-directly-inside-chatgpt-with-new-integration-how-it-works-for-users-11751026418106.html
https://www.livemint.com/technology/canva-now-works-directly-inside-chatgpt-with-new-integration-how-it-works-for-users-11751026418106.html
https://www.realestatenews.com/2025/10/06/a-zillow-chatgpt-integration-final-offer-enters-new-market
https://www.realestatenews.com/2025/10/06/a-zillow-chatgpt-integration-final-offer-enters-new-market
https://www.onlinemarketplaces.com/articles/zillow-collaborates-with-openai-for-seamless-home-search-on-chatgpt/
https://www.onlinemarketplaces.com/articles/zillow-collaborates-with-openai-for-seamless-home-search-on-chatgpt/
https://investors.zillowgroup.com/investors/news-and-events/news/news-details/2025/Zillow-debuts-the-only-real-estate-app-in-ChatGPT/default.aspx
https://investors.zillowgroup.com/investors/news-and-events/news/news-details/2025/Zillow-debuts-the-only-real-estate-app-in-ChatGPT/default.aspx


2025, 
https://timesofindia.indiatimes.com/technology/tech-news/openai-to-take-on-tik
tok-with-its-new-short-video-app-sora/articleshow/124256886.cms 

46.​OpenAI DevDay 2025: ChatGPT Transforms into an AI Operating System with 
Apps SDK, AgentKit, and More - Stock Market | FinancialContent, accessed 
October 7, 2025, 
https://markets.financialcontent.com/wral/article/tokenring-2025-10-6-openai-de
vday-2025-chatgpt-transforms-into-an-ai-operating-system-with-apps-sdk-age
ntkit-and-more 

47.​Model Context Protocol Security Explained | Wiz, accessed October 7, 2025, 
https://www.wiz.io/academy/model-context-protocol-security 

48.​Model Context Protocol (MCP): Understanding security risks and controls - Red 
Hat, accessed October 7, 2025, 
https://www.redhat.com/en/blog/model-context-protocol-mcp-understanding-s
ecurity-risks-and-controls 

49.​Model Context Protocol: Security Risks & Solutions - ivision, accessed October 7, 
2025, https://ivision.com/blog/model-context-protocol-security/ 

50.​9 Key Sora 2 System Card Highlights (2025): Safety, Architecture & Capabilities - 
Skywork.ai, accessed October 7, 2025, 
https://skywork.ai/blog/sora-2-system-card-highlights-2025/ 

51.​What are the ethical concerns surrounding OpenAI? - Milvus, accessed October 
7, 2025, 
https://milvus.io/ai-quick-reference/what-are-the-ethical-concerns-surrounding-
openai 

52.​2025 ChatGPT Case Study Series: Ethics and Accountability | by Shawn Knight | 
Masterplan Infinite Weave | Medium, accessed October 7, 2025, 
https://medium.com/masterplan-infinite-weave/2025-chatgpt-case-study-ethics
-and-accountability-2f1a89d20853 

53.​ChatGPT App Integration Lets You Interact With Spotify, Canva, And More - 
Lowyat.NET, accessed October 7, 2025, 
https://www.lowyat.net/2025/368656/chatgpt-app-integration-spotify-canva-mo
re/ 

54.​OpenAI's Always-On AI Device and Sora 2 Spark Privacy, Deepfake Fears - 
WebProNews, accessed October 7, 2025, 
https://www.webpronews.com/openais-always-on-ai-device-and-sora-2-spark-p
rivacy-deepfake-fears/ 

55.​OpenAI Newsroom | Research, accessed October 7, 2025, 
https://openai.com/news/research/ 

56.​OpenAI DevDay event live updates: Here's how to watch (and what to expect) | 
ZDNET, accessed October 7, 2025, 
https://www.zdnet.com/article/openai-devday-event-live-updates-heres-how-to-
watch-and-what-to-expect/ 

https://timesofindia.indiatimes.com/technology/tech-news/openai-to-take-on-tiktok-with-its-new-short-video-app-sora/articleshow/124256886.cms
https://timesofindia.indiatimes.com/technology/tech-news/openai-to-take-on-tiktok-with-its-new-short-video-app-sora/articleshow/124256886.cms
https://markets.financialcontent.com/wral/article/tokenring-2025-10-6-openai-devday-2025-chatgpt-transforms-into-an-ai-operating-system-with-apps-sdk-agentkit-and-more
https://markets.financialcontent.com/wral/article/tokenring-2025-10-6-openai-devday-2025-chatgpt-transforms-into-an-ai-operating-system-with-apps-sdk-agentkit-and-more
https://markets.financialcontent.com/wral/article/tokenring-2025-10-6-openai-devday-2025-chatgpt-transforms-into-an-ai-operating-system-with-apps-sdk-agentkit-and-more
https://www.wiz.io/academy/model-context-protocol-security
https://www.redhat.com/en/blog/model-context-protocol-mcp-understanding-security-risks-and-controls
https://www.redhat.com/en/blog/model-context-protocol-mcp-understanding-security-risks-and-controls
https://ivision.com/blog/model-context-protocol-security/
https://skywork.ai/blog/sora-2-system-card-highlights-2025/
https://milvus.io/ai-quick-reference/what-are-the-ethical-concerns-surrounding-openai
https://milvus.io/ai-quick-reference/what-are-the-ethical-concerns-surrounding-openai
https://medium.com/masterplan-infinite-weave/2025-chatgpt-case-study-ethics-and-accountability-2f1a89d20853
https://medium.com/masterplan-infinite-weave/2025-chatgpt-case-study-ethics-and-accountability-2f1a89d20853
https://www.lowyat.net/2025/368656/chatgpt-app-integration-spotify-canva-more/
https://www.lowyat.net/2025/368656/chatgpt-app-integration-spotify-canva-more/
https://www.webpronews.com/openais-always-on-ai-device-and-sora-2-spark-privacy-deepfake-fears/
https://www.webpronews.com/openais-always-on-ai-device-and-sora-2-spark-privacy-deepfake-fears/
https://openai.com/news/research/
https://www.zdnet.com/article/openai-devday-event-live-updates-heres-how-to-watch-and-what-to-expect/
https://www.zdnet.com/article/openai-devday-event-live-updates-heres-how-to-watch-and-what-to-expect/

	AI Unveiled: Deep Research on the Most Important Discoveries and News in the World of AI from the Past 7 Days 
	1. Introduction: The Platform Pivot 
	2. Key Discoveries: Deconstructing the DevDay Announcements 
	2.1 ChatGPT as an Operating System: The App Ecosystem 
	2.2 AgentKit: The Factory for AI Agents 
	2.3 GPT-5 Pro and Sora 2: A New Frontier in Model Capability 
	2.4 The AMD Partnership: Securing the Compute Foundation 

	3. Emerging Technologies: A Technical Deep Dive 
	3.1 The GPT-5 Unified Architecture: Dynamic Compute Allocation 
	3.2 AgentKit's Modular Architecture: An End-to-End Lifecycle 
	3.3 Model Context Protocol (MCP): The Universal Translator for AI 
	3.4 Sora 2's World Simulation Engine 

	4. Industry Applications: Early Signals and Use Cases 
	4.1 Enterprise Automation and Internal Tooling 
	4.2 Consumer Platform Integrations: From Search to Action 
	4.3 Creative and Media Production 

	5. Challenges and Considerations 
	5.1 Platform Governance and Antitrust Concerns 
	5.2 Security Risks of an Interconnected Agentic Ecosystem 
	5.3 Data Privacy and User Consent 
	5.4 Misinformation, Deepfakes, and Provenance 

	6. Outlook: The Trajectory of an AI-Native Future 
	6.1 Short-Term Trends (6-12 months) 
	6.2 Long-Term Directions (1-3 years) 
	6.3 Concluding Analysis 
	Works cited 




