Rise of the Machines: Deep Research on AI Robotics

Focus Period: September 29 - October 6, 2025

The past seven days marked an extraordinary convergence in humanoid robotics—the machines are not just rising, they're
reasoning. MIT Technology Review /1 Two landmark Al model releases from Google DeepMind and NVIDIA, coupled with
the world's largest humanoid robotics conference drawing 700+ researchers to Seoul, 2025humanoids 7' Substack ” signal a
fundamental shift from purely mechanical advancement to Al-driven intelligence in human form. This report emphasizes
humanoid form factors throughout, as these bipedal machines represent the industry's most ambitious bet: creating robots
that can navigate, manipulate, and work in environments designed for human bodies.

The emphasis on humanoid robotics reflects both practical necessity and technological ambition. Unlike specialized robots
optimized for single tasks, humanoid machines promise general-purpose capabilities in human-centric environments—
warchouses, homes, factories, and hospitals—without requiring infrastructure redesign. Figure Al 7 Yet this promise faces
stark reality: unprecedented security vulnerabilities, battery limitations measuring in minutes rather than hours, and expert
skepticism questioning whether the humanoid form factor makes sense at all. Techxplore 7 IEEE Spectrum -/

Google DeepMind's reasoning revolution for humanoid robots

Google DeepMind announced Gemini Robotics 1.5 on September 25, introducing two foundational models that enable
humanoid robots to "think before acting." Gemini Robotics 1.5 is a vision-language-action model that transforms visual
information and natural language commands into motor commands, while Gemini Robotics-ER 1.5 provides embodied
reasoning capabilities, achieving state-of-the-art performance across 15 robotics benchmarks. Google DeepMind +2 7 The
breakthrough lies in cross-embodiment learning—skills trained on one robot platform (like ALOHA 2) transfer seamlessly
to entirely different humanoid embodiments, including Apptronik's Apollo and bi-arm Franka systems, without model
retraining. Google DeepMind /' Al Business ~*

Demonstrations showcased Apollo humanoid performing complex multi-step household tasks through natural language:
sorting laundry by color, organizing items into bins, packing bags, and folding clothes. Google 7" Northeastern Global News
7' The system breaks down ambiguous commands into actionable plans, showing its reasoning process transparently.
Robotics & Automation News +2 7 DeepMind made Gemini Robotics-ER 1.5 available to all developers via the Gemini
API, while restricting Gemini Robotics 1.5 to select partners including Apptronik, Agility Robotics, Boston Dynamics,
Figure Al, and 60+ additional testers. Google DeepMind +2 ' The models incorporate safety features including semantic

reasoning for collision avoidance and evaluation through the ASIMOV benchmark. Google DeepMind 7' Google Developers
by

Critical expert analysis tempers the enthusiasm. Professor Ravinder Dahiya from Northeastern University emphasized that
current systems lack robust tactile sensing—human hands contain roughly 17,000 specialized touch receptors, while robots
have virtually none. Vision-based learning depends on massive training datasets, but tactile data remains scarce. "We're still
far away from having humanoid robots with sensing or thinking capabilities in parity with humans," Dahiya stated in an
October 2 analysis. northeastern +2 7' The gap between impressive demonstrations using carefully selected tasks and
general-purpose home deployment spans years, if not decades.

NVIDIA releases open-source foundation for humanoid development

On September 29, NVIDIA unveiled a comprehensive robotics platform at the Conference on Robot Learning in Seoul,
providing humanoid developers with production-grade tools. The Newton Physics Engine, co-developed with Google
DeepMind and Disney Research, offers GPU-accelerated simulation now released as open source. Isaac GROOT N1.6
introduces reasoning capabilities into the vision-language-action model architecture, while updated Cosmos World
Foundation Models (version 2.5) enable synthetic data generation for training. NVIDIA Newsroom 7 Isaac Lab 2.3 entered
developer preview, providing unified simulation frameworks built on NVIDIA Omniverse. nvidia /




The platform emphasizes the NVIDIA Jetson AGX Thor supercomputer specifically designed for humanoid robotics,
addressing the massive computational demands of real-time reasoning, perception, and control. Partners deploying these
tools include every major humanoid developer: Agility Robotics (Digit), Boston Dynamics (Atlas), Figure Al (Figure 02),
Apptronik (Apollo), plus specialized robotics firms like Franka Robotics and Skild AI. NVIDIA Newsroom /' NVIDIA Blog
7 By open-sourcing Newton and providing accessible APIs, NVIDIA aims to accelerate the entire humanoid ecosystem
rather than locking developers into proprietary systems.

This release matters because it addresses a critical bottleneck—simulation-to-reality transfer. Training humanoid robots in
the physical world proves prohibitively expensive and time-consuming; each fall risks damage, each failed grasp wastes
minutes. High-fidelity GPU-accelerated simulation allows millions of iterations in virtual environments before deploying to
physical hardware. NVIDIA Newsroom 7' The cross-embodiment learning demonstrated by both NVIDIA and Google
suggests that shared foundation models could dramatically reduce the per-platform development cost that currently
fragments the industry.

Humanoids 2025 conference showcases research breakthroughs

The IEEE-RAS 24th International Conference on Humanoid Robots drew over 700 registrants to Seoul's COEX
convention center from September 30 through October 2, representing the largest gathering in the conference's history. Co-
located with the Conference on Robot Learning (September 27-30), the combined events created a week-long epicenter of
humanoid robotics research. 2025humanoids 7 Substack 7 Technical paper sessions covered robot perception, whole-body
manipulation, control systems, human-robot interaction, natural language processing for robotics, and dynamic locomotion.
2025humanoids /' Thirty exhibitors including research institutes, manufacturers, and startups showcased cutting-edge
hardware and software. 2025humanoids 7

Stanford's AI Lab alone presented 20+ research papers, demonstrating the institution's continued leadership. Stanford
Artificial Intelligence Laboratory /* Notable contributions included "Humanoid Mechanism Design via Co-optimization of
Morphology and Control" (Haochen Shi, Weizhuo Wang, Shuran Song, C. Karen Liu), exploring how to simultaneously
optimize both the physical structure and control algorithms of humanoid bodies. Multiple spotlight presentations addressed
whole-body teleoperation systems: "TWIST: Teleoperated Whole-Body Imitation System" and "CLONE: Closed-Loop
Whole-Body Humanoid Teleoperation for Long-Horizon Tasks" both demonstrated methods for humans to teach humanoids
complex skills through direct demonstration rather than manual programming.

KAIST's HuboLab presented their latest humanoid platform with extraordinary performance specifications: 165¢m tall,
75kg weight, reaching speeds up to 12 km/h (3.25 m/s)—substantially faster than competing humanoids. The platform
demonstrated moonwalk and duckwalk gaits, maintained balance with visual input disabled, and navigated rough terrain
with step-climbing capability exceeding 30cm. Techxplore 77 These demonstrations, spanning both the CoRL and
Humanoids conferences, validated theoretical advances with physical hardware. PAL Robotics showcased their
KANGAROO Pro at the conference's Robot Fashion Show and Competition, emphasizing dynamic bipedal locomotion with
agility and efficiency. PAL Robotics 7

Academic papers advance humanoid locomotion and learning

Five major arXiv preprints published between September 18-30 demonstrate how academic research drives humanoid
capabilities forward. "OmniRetarget: Interaction-Preserving Data Generation for Humanoid Whole-Body Loco-
Manipulation" (September 30, Yang et al.) introduces a novel data generation engine that solves a critical problem: human
motion capture data can't directly transfer to humanoid robots due to different body proportions, weight distributions, and
capabilities. The system uses an "interaction mesh" explicitly modeling spatial and contact relationships between agent,
terrain, and objects, then minimizes Laplacian deformation to generate kinematically feasible robot trajectories. The team
generated over 8 hours of high-quality training data and successfully deployed proprioceptive reinforcement learning
policies executing long-horizon parkour and manipulation tasks (up to 30 seconds) on the Unitree G1 humanoid. arXiv”
arXiv /"

"Chasing Stability: Humanoid Running via Control Lyapunov Function Guided Reinforcement Learning"
(September 23, Olkin et al.) combines nonlinear control theory with deep learning to achieve highly dynamic locomotion



with theoretical stability guarantees. The CLF-RL approach embeds Control Lyapunov Functions into the reinforcement
learning framework, using optimized dynamic reference trajectories to shape rewards and eliminate hand-crafted heuristics.
The system enabled humanoid running with both flight phases and single support phases, demonstrating robustness to
physical disturbances applied to the torso and feet. arXiv /' The work represents a significant advance toward integrating
dynamic motions into full autonomy stacks while maintaining certifiable stability.

"HuMam: Humanoid Motion Control via End-to-End Deep Reinforcement Learning with Mamba" (September 22,
Wang et al.) achieves efficient humanoid locomotion using a single-layer Mamba encoder for feature fusion, dramatically
reducing computational requirements compared to transformer-based approaches. The framework fuses robot-centric states
with oriented footstep targets and continuous phase clocks, employing only six reward terms that balance contact quality,
swing smoothness, foot placement accuracy, posture maintenance, and body stability. Testing on the JVRC-1 humanoid in
simulation showed improved learning efficiency, enhanced training stability, better task performance, and notably reduced
power consumption and torque peaks. arXiv /1

"Implicit Kinodynamic Motion Retargeting for Human-to-Humanoid Imitation Learning" (September 18, Chen et al.)
addresses scalability challenges in transterring human skills to humanoid robots. The IKMR framework moves beyond
frame-by-frame retargeting by pretraining motion topology feature representations and using dual encoder-decoder
architecture to learn motion domain mappings. Integration of imitation learning with the retargeting network refines motion
into physically feasible trajectories executable in real-time. The approach enables large-scale motion retargeting for whole-
body controllers that can be directly deployed on physical humanoid hardware. arXiv /' "Stabilizing Humanoid Robot
Trajectory Generation via Physics-Informed Learning and Control-Informed Steering" (September 30, D'Elia et al.),
accepted to IROS 2025, combines physics-informed learning with control-informed steering to make humanoid motion
planning more robust against disturbances. arXiv 7

Korean humanoid platforms demonstrate national ambitions

South Korea leveraged hosting both major conferences to showcase domestic humanoid development. Beyond KAIST's
speed-record platform, KAPEX emerged from collaboration between the Korea Institute of Science and Technology
(KIST), LG Electronics, and LG AI Research. The humanoid employs LG's EXAONE Vision Language Model for
perception and reasoning, features human-level strength specifications, incorporates multi-finger hands with tactile sensors,
and demonstrates autonomous walking capabilities. Developers announced plans for large-scale technology transfer and
commercialization within four years, positioning KAPEX as South Korea's strategic entry into the global humanoid market
that currently sees Chinese, American, and Japanese dominance. roboticsnewsai /!

The Diden 30 quadruped welding robot from KAIST Hu-bo Lab spinoff Diden Robotics demonstrated specialized
applications for legged platforms. Using magnetic feet to walk on steel walls and ceilings, the quadruped underwent testing
at Samsung Heavy Industries' shipyard in September. While not humanoid in form, the platform addresses the same
fundamental challenge: navigating complex three-dimensional environments unsuitable for wheeled robots. Customers
including Samsung, HD Hyundai, Hanwha Ocean, and HD Korea Shipbuilding have deployed or are testing the system. The
company plans a bipedal version, Diden Walker, for late 2025, suggesting confidence in walking robots for industrial
applications. roboticsnewsai ”

China's Galbot opened the G-1 robot store in Beijing in early October, featuring dual-armed humanoid retail robots
powered by GroceryVLA and GraspVLA Al systems. The autonomous kiosk at the Summer Palace represents the first fully
robot-run retail location, with expansion plans calling for 100 stores across 10 Chinese cities within one year. roboticsnewsai
7 While the store format limits operational complexity compared to general-purpose applications, it provides real-world
deployment data on human-robot interaction, reliability requirements, and public acceptance that pure laboratory research
cannot capture.

Security vulnerability exposes humanoid robot risks

On September 30, security researchers publicly disclosed UniPwn, the first major exploit affecting an entire line of
commercial humanoid and legged robots. The vulnerability impacts Unitree's G1 humanoid, H1 humanoid, Go2 quadruped,
and B2 quadruped platforms through four critical CVEs in the Bluetooth Low Energy interface: hardcoded cryptographic



keys for encrypting control packets, trivial handshake security checking only for the string "unitree" as a secret, unsanitized
user data concatenated into shell commands passed to system(), and commands executing with root privileges. The exploit
enables complete remote control and proves wormable—infected robots can compromise other robots within wireless range.
IEEE Spectrum /' Techxplore 7

Researchers Andreas Makris and Kevin Finisterre attempted responsible disclosure by privately notifying Unitree, but the
company stopped responding after initial communication, prompting public disclosure. IEEE Spectrum 7' The vulnerability
was presented at the "Cybersecurity for Humanoids" workshop during the IEEE Humanoids conference, introducing a
critical question the industry has largely ignored: how do we secure highly capable mobile robots before deploying them
at scale? I[EEE Spectrum 7 Techxplore ! Additional concerns emerged regarding robots covertly transmitting data to servers
in China every five minutes, raising questions about data privacy, corporate espionage risks, and potential nation-state
surveillance through commercial robotics platforms. Wikipedia 7 Techxplore 7

The timing proves particularly significant as companies announce aggressive production scaling. If Unitree robots currently
in deployment or development have these fundamental security flaws, what vulnerabilities exist in other platforms? The
disclosure highlights that "robots are only safe if secure'"—safety systems become meaningless if attackers can remotely
compromise control systems. IEEE Spectrum ”# As humanoids gain greater physical capabilities, strength, and speed,
security failures create proportionally greater risks. The workshop emphasized that security cannot be retrofitted; it must be
designed into systems from inception, requiring robotics engineers to adopt cybersecurity practices common in IT but
largely absent from mechatronics development.

Industry confronts scaling challenges and skepticism

IEEE Spectrum's October 2025 issue published "Reality Is Ruining the Humanoid Robot Hype," a detailed analysis
exposing the chasm between ambitious production targets and operational requirements. Bank of America Global
Research projects 18,000 humanoid units shipping in 2025, while Morgan Stanley forecasts 1 billion humanoid robots by
2050 representing a $5 trillion market. IEEE Spectrum ”* Companies announced aggressive scaling: Agility Robotics plans
hundreds of Digit robots in 2025 with factory capacity exceeding 10,000 units annually in Oregon; Tesla targets 5,000
Optimus robots in 2025 and 50,000+ in 2026; Figure Al charts a path to 100,000 robots by 2029. The Robot Report +5 7

Yet interviews with industry insiders reveal fundamental problems. Melonee Wise, former Agility Robotics Chief Product
Officer, stated: "I think what a lot of people are hoping for is they're going to Al their way out of this. But the reality of the
situation is that currently Al is not robust enough to meet the requirements of the market." She noted that despite extensive
customer engagement, no application has been found requiring "several thousand robots per facility"—the scale
necessary to justify massive manufacturing investments. Industrial customers demand 99.99% reliability (maximum 5
minutes downtime per month), yet current humanoid platforms fall far short. [IEEE Spectrum

Battery life represents a critical bottleneck. Agility's Digit operates for 90 minutes before requiring 9-minute charging—a
10:1 ratio of runtime to charging time. With 60 minutes reserved for safety contingencies, effective operational time drops to
30 minutes per cycle. Continuous operation requires battery swap infrastructure or multiple robots rotating through charge
cycles, multiplying costs. Safety standards compound these challenges: humanoids must meet general industrial machinery
requirements, but dynamically balancing legged robots present unique hazards. New ISO standards remain under
development. Powering down causes the robot to fall, potentially worsening dangerous situations rather than improving
them. Matt Powers from Boston Dynamics acknowledged: "We're going to start with relatively low-risk deployments, and
then expand as we build confidence in our safety systems." ieee /' IEEE Spectrum 7

Robotics pioneer Rodney Brooks, iRobot co-founder, provided perhaps the harshest assessment, calling teaching robots
dexterity via videos "pure fantasy thinking." He emphasized that human hands possess approximately 17,000 specialized
touch receptors with no robot analog, and that full-sized walking humanoids pump massive energy into maintaining balance
—when they fall, they're dangerous. A robot twice human size would carry eight times the harmful energy. Brooks predicts
that within 15 years, successful ""humanoid" robots will abandon the human form entirely, featuring wheels, multiple
arms, and specialized sensors optimized for tasks rather than anthropomorphic appearance. Current billions in funding are
"expensive training experiments that will never scale to mass production," he argues. TechCrunch 7



Public acceptance research questions humanoid desirability

University of Washington Professor Maya Cakmak presented research at the IEEE International Conference on Robot and
Human Interactive Communication (RO-MAN) revealing people prefer special-purpose robots over humanoids for most
household tasks. The study "Attitudes Towards Humanoid Robots for In-Home Assistance" surveyed 76 participants from
the US and UK, comparing humanoid platforms (Figure 02, Tesla Optimus, 1X Neo) against non-humanoid general-purpose
robots (PR2, Fetch, Stretch). While most found humanoids "acceptable" under optimal conditions, they deemed special-
purpose robots safer, more private, and more comfortable.

Task-dependent attitudes showed stark patterns. Safety-critical applications like being carried down stairs met overwhelming
rejection—one participant stated "absolutely not in a million years." Low-interaction tasks like folding laundry generated
more acceptance. IEEE Spectrum “ieee / Privacy concerns dominated responses: participants worried about camera data
sent to cloud servers, remote control by strangers, and hacking vulnerabilities (concerns validated by the Unitree disclosure
days later). Physical space emerged as an unexpected issue, with humanoids described as "bulky" and "unnecessary,"
prompting questions about where to store a human-sized robot when not in use.

The uncanny valley effect remains powerful. Black face masks on humanoid robots were repeatedly described as "creepy,"
"unsettling," and creating an "eerie sensation." Safety anxieties focused on tripping, stumbling, glitching, battery failure, and
handling hot or sharp objects near vulnerable humans. Most revealing: the study included an expert panel of six people with
motor limitations who are experienced assistive robot users—none wanted a humanoid. Concerns ranged from aesthetic
("it's creepy") to existential safety ("it has to be 100 percent safe because I cannot escape it"). The research assumed robots
had passed safety testing, regulatory approval, and insurance coverage—assumptions that may be decades from reality—yet
even under these ideal conditions, acceptance remained limited.

UK and Chinese entrants accelerate commercialization

UK startup "Humanoid" unveiled the HMND 01 Alpha in September after just seven months of development. The dual-
armed mobile manipulator stands 220cm tall, travels at 7.2 km/h on wheeled bases, carries payloads exceeding 15kg, and
targets industrial applications through a Robots-as-a-Service (RaaS) business model. The Robot Report 7 Founder-led
funding totaled $50 million, and the team comprises alumni from Apple, Tesla, Google, Nvidia, and Boston Dynamics. The
Robot Report 7 The rapid development timeline and service-based model represent alternative approaches to the capital-
intensive manufacturing strategies pursued by American competitors. Beta versions are planned for late 2026, suggesting
confidence in reaching production readiness within 18 months.

The company emerges amid severe labor shortages: UK manufacturers reported 58,000+ unfilled vacancies, while 26% of
European manufacturers cite labor shortages as critical barriers to operations. The Robot Report 7 therobotreport 7 This
economic pressure creates pull-demand for automation solutions that don't require months of integration engineering. The
RaaS model shifts risk from customers to providers—businesses pay for tasks completed rather than purchasing expensive
hardware that may not meet expectations. If the model proves viable, it could accelerate adoption by reducing upfront
capital requirements and allowing rapid iteration as technology improves.

Chinese display giant BOE Technology Group announced entry into robotics in September, establishing Beijing BOE
Robot with 200 million yuan ($28 million) initial capital. As the world's largest display manufacturer and an Apple supplier,
BOE brings manufacturing expertise and capital resources that dwarf most robotics startups. The focus on industrial robots
and Al-driven automation systems positions BOE to serve China's massive manufacturing sector—China accounts for 54%
of global industrial robot deployments. roboticsnewsai ”* While not specifically announcing humanoid platforms, the
company's entry signals that established manufacturing giants increasingly view robotics as strategic necessities rather than
speculative ventures.

Non-humanoid advances provide context and contrast

While maintaining this report's humanoid emphasis, significant non-humanoid breakthroughs provide important context.
Germany's ROMATRIS disaster response robot from the German Research Center for Artificial Intelligence (DFKI) and
Federal Agency for Technical Relief (THW) combines four-legged and wheeled locomotion modes to transport 150kg of



emergency equipment through disaster zones. Gesture recognition, follow-me mode, autonomous shuttle mode, and
comprehensive 3D sensor arrays enable semi-autonomous operation where humanoid bipedal locomotion would prove
impractical—rubble, mud, and unstable surfaces favor quadrupedal stability. roboticsnewsai 7

Australia's Charlotte spider-bot from Crest Robotics and Earthbuilt Technology demonstrates the principle of specialized
form factors solving specific problems. The six-legged autonomous construction robot can 3D-print a 200 square meter
house in 24 hours using extrusion and compaction of local materials (sand, soil, waste). Designed for both Earth affordable
housing and lunar construction applications, Charlotte exemplifies Rodney Brooks' thesis that purpose-built robots
outperform generalized humanoids for specific tasks. roboticsnewsai /' Walking on six legs provides stability for
construction equipment; the form factor needs no resemblance to humans.

INSAIT's MotoVLA presented at CoRL 2025 enables robot learning from unlabeled video, predicting 3D dynamics from
YouTube-style footage with minimal labeled training data. While not humanoid-specific, the technology applies directly to
humanoid development—the ability to learn manipulation skills from vast libraries of human video could dramatically
accelerate training compared to manual demonstration or expensive teleoperation systems. DGIST in South Korea
developed a "forgetful" robot navigation system where robots spread and forget information like humans, achieving 30%
faster task completion and 20% productivity boosts in warehouse simulations using only basic 2D LiDAR—suggesting that
sophisticated perception isn't always necessary.

Implications for humanoid robotics deployment

The past week revealed a critical inflection point: Al capabilities are rapidly advancing while physical embodiment
faces brutal constraints. Google DeepMind and NVIDIA provided powerful reasoning and simulation tools that will
accelerate development across the entire humanoid industry. Academic research demonstrated substantial progress in
locomotion, manipulation, and learning efficiency. Major conferences validated that humanoid robotics represents a serious,
growing field attracting top research talent and substantial funding.

Yet physical reality intrudes harshly. Battery technology hasn't kept pace with computational advances—90-minute runtimes
severely constrain applications. Security remains an afterthought despite obvious risks. Public acceptance is mixed at best,
with safety and privacy concerns dominating attitudes. Manufacturing scaling faces unclear demand and unproven
reliability. The gap between impressive 30-second demonstrations in controlled environments and continuous operation in
chaotic real-world settings spans orders of magnitude.

Three potential futures emerge from this tension. The optimistic path sees current Al breakthroughs rapidly solving
manipulation and reasoning challenges, battery technology improving incrementally but sufficiently, and early adopters in
warehouses and factories accepting 90-minute runtimes with charging infrastructure. Industry consolidates around
foundation models and shared platforms, reducing per-unit costs through economies of scale. Within 5-7 years, humanoid
robots become commonplace in logistics, manufacturing, and eventually eldercare—applications where high costs justify
deployment.

The skeptical path championed by Rodney Brooks sees billions wasted on anthropomorphic designs before the industry
pivots to purpose-built robots optimized for specific tasks. Humanoid form factors prove to be a constraint rather than an
advantage—wheels beat legs for efficiency, specialized grippers exceed general-purpose hands for most tasks, and systems
without the complexity of bipedal balance prove more reliable. The 2020s humanoid boom joins the long history of over-
hyped robotics predictions, with eventually successful robots bearing little resemblance to humans.

The middle path sees both specialized and general-purpose robots coexisting. Humanoid platforms find niches in
environments truly designed for human bodies—narrow aisles, stairs, ladders, human-scale doorways and workstations—
where redesigning infrastructure costs more than humanoid complexity. Most applications deploy specialized formats.
Security becomes a critical discipline after several high-profile incidents. Regulations develop slowly, constraining
deployment speed but ensuring safety. Progress continues but measured in decades rather than years. The most likely
outcome blends elements of all three: substantial technical progress, selective deployment in appropriate environments, and
continued skepticism about universal humanoid adoption.



Conclusion: Intelligence exceeds embodiment

The machines are rising through Al reasoning capabilities advancing faster than physical embodiment can exploit
them. Google's Gemini Robotics 1.5 and NVIDIA's open-source platform provide humanoids with sophisticated perception,
planning, and cross-embodiment learning—the cognitive foundations for general-purpose capability. Google DeepMind +4
2 Academic research demonstrates dramatic advances in dynamic locomotion, whole-body manipulation, and efficient
learning from limited data. The IEEE Humanoids 2025 conference validated that humanoid robotics has matured from
science fiction into serious engineering discipline attracting world-class researchers and billions in investment.
2025humanoids +2 7

Yet the rise faces formidable barriers: security vulnerabilities enabling remote hijacking, battery life measured in minutes,
public acceptance limited by safety and privacy concerns, and scaling challenges questioning whether markets exist for
thousands of units per facility. The UniPwn disclosure proved that as robots gain capability, security failures create
proportionally greater risks. IEEE Spectrum /' Expert skepticism from industry insiders and pioneering roboticists suggests
the path from impressive demonstrations to reliable deployment may take far longer than enthusiastic projections indicate.

The next 12-18 months will prove critical. Companies must demonstrate not 30-second task completions but continuous
multi-hour operation. Security must transform from afterthought to design foundation. Battery technology needs
breakthrough improvements or deployment models must adapt to current limitations. Most importantly, real-world
customers must validate that humanoid form factors provide sufficient advantages to justify their costs and complexity. The
cognitive capabilities now exist—whether physical embodiments can match them remains the central question of humanoid
robotics' rise.



